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Credit card fraud

You don't want to be
the common point of purchase



  

Who am I?

Dan Wallis, fredden

Christchurch, NZ

@mrdanwallis, https://web.fredden.org/

I'm a sysadmin doing some web development.

Views are my own, et cetera.

ISIG, OWASP, music, family

https://twitter.com/mrdanwallis
https://web.fredden.org/


  

E2 Digital, Harvey Cameron

● Agency
● Joomla, Magento, Silverstripe
● Hosting, PCI



  

Payment Express (DPS)

px_post, px_pay, px_fusion
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Magento

● Open-source shopping website framework
● PHP/MySQL - “standard LAMP stack”
● Very complex

● Slow.



  

Problem: Website is slow



  

Problem: Website is slow

● Concurrent users
● Content Delivery Network
● Minimum page load time
● User experience



  

Scaling

● Vertical versus horizontal



  

Scaling

● One box

Web
Files

Database



  

Scaling

● Two boxen
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Files

Database



  

Scaling

● Small cluster
● TLS

Load balancer
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Scaling

● Bigger cluster
Load balancer

Load balancer
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Heartbleed
● Peek into server's memory
● https://xkcd.com/1354/
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● Minimum page load time
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CDN
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● Minimum page load time
● User experience
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● User experience



  

Varnish & Turpentine

● TLS

UA

Website

UA

Website

Transparent proxy
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Checkout experience
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Success

● Website no longer “slow.”
● Win!

● The end.



  

It's never the end



  

Problem: “website hacked”

● Incident response

● SVN
● DB in staging & dev



  

Credit card fraud

● Common point of purchase



  

Load balancer

Load balancer
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Credit card fraud

● Common point of purchase
● Single-use card
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Multi-factor

● Credit card details sent to web server
● Heartbleed to read these out of memory



  

Lessons learnt

● Patch CVEs. Whose responsibility.
● Expect the unexpected from users.
● Staff attrition. Hand-overs important.
● Documentation of policy, process.
● Incident team, process.



  

Thanks
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